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What is SHIP?



Medicare Mondays

October 18, 2021 • Medicare.gov and Plan Finder
• Medicare Open Enrollment Scams

November 15, 2021 • MCR Advantage and Rx Coverage
• Scams du Jour

December 20, 2021 • Current Topics 2022
• The Top 12 Holiday Scams Countdown 

3rd Mondays

10:00am Live • 3:00pm Recorded
Live Q&A



Better Business Bureau
Education Foundation

Robert Obregon
Texas Senior Medicare Patrol (TXSMP)

TXSMP Hotline: (888) 341-6187
National SMP Hotline: (877) 808-2468

• Federally Funded
• One in every state, DC, Guam, Puerto Rico, Virgin Islands
• Empower and assist beneficiaries, caregivers, and family 

members to prevent, detect, and report healthcare fraud, 
errors, and abuse.



Scam Updates on 

Cardio Genetic Testing and Open Enrollment Scams 

Robert Obregon, TXSMP



Cardiovascular 
Genetic Testing 

This Photo by Unknown Author is licensed under CC BY-SA-NC

http://humannhealth.com/5-medication-free-strategies-to-help-prevent-heart-disease/567/
https://creativecommons.org/licenses/by-nc-sa/3.0/


Genetic Testing 
Scams

This is not NEW…..in fact………

This Photo by Unknown Author is licensed under CC BY

https://www.blacklistednews.com/article/73209/when-you-take-a-commercial-genetic-test-you-opt-your-whole-family-into-warrantless-state-genetic.html
https://creativecommons.org/licenses/by/3.0/


2019
Genetic testing scams 
quickly emerged in 2019 
targeting cancer screening 
and pharmacogenetics 
(medication 
metabolization). 

This Photo by Unknown Author is licensed under CC BY

https://medium.com/equal-future/dna-testing-heralded-for-its-reliability-can-unravel-at-the-edges-82765470c5af
https://creativecommons.org/licenses/by/3.0/


Old Scam, New Look 

This Photo by Unknown Author is licensed under CC BY-NC-ND

http://www.onyxtruth.com/2016/09/04/brown-liquor-experience-54/
https://creativecommons.org/licenses/by-nc-nd/3.0/


Swap “cancer” 
for 

“cardiovascular”

Instead of screening for “cancer” its screening for 
“cardiovascular issues”

Here are several ways cardiovascular genetic testing is 
advertised:

• Cardio/cardiac genetic screening/test

• Cardiovascular genetic screening/test

• Comprehensive cardiovascular panel

• Comprehensive cardiomyopathy NSG

• Cardiovascular disease genetic kit

This Photo by Unknown Author is licensed under CC BY

https://lupinepublishers.com/cardiology-journal/classification.php
https://creativecommons.org/licenses/by/3.0/
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What are Examples 
of Cardiovascular 
Genetic Testing 
Fraud?

Billing Medicare (usually 
thousands of dollars) for a 
broad range of cardiac genetic 
tests that you did not request or 
possibly even receive.

A company calls you stating 
your doctor or cardiologist 
requested that you have the 
testing done and they will send 
you a testing kit.



You know the 
deal!

• Scammers are offering Medicare 
beneficiaries genetic testing cheek swabs to 
obtain their Medicare information for 
fraudulent billing purposes or possibly 
medical identity theft. 

• If Medicare denies a cardiovascular genetic 
test claim, a beneficiary might be 
responsible for the entire cost of the test: 
The average cost is $9,000 to $11,000

This Photo by Unknown Author is licensed under CC BY-SA-NC

https://technofaq.org/posts/2019/02/data-theft-and-other-threats-to-small-businesses/
https://creativecommons.org/licenses/by-nc-sa/3.0/


Stop 
Cardiovascular 
Genetic 
Testing Fraud: 

• Be sure your doctor has assessed your 
condition. Although Medicare covers many 
genetic tests to detect heart disease, these 
tests do not predict or screen for 
cardiovascular disease (aka the diseases that 
affect the heart or blood vessels).

• Do not give out your personal information to 
anyone who calls you and claims that your 
cardiologist has requested cardiovascular 
testing.

• Do not give out your personal information or 
accept screening services from anyone at a 
community event, local fair, farmers’ market, 
parking lot, or any other public event.



Stop 
Cardiovascular 
Genetic 
Testing Fraud: 

Always read your Medicare Summary 
Notice (MSN) or Explanation of Benefits 
(EOB). The words “gene analysis,” 
“molecular pathology,” or “laboratory” 
may indicate questionable genetic 
testing has occurred.

If you received a cardiovascular genetic 
testing kit or test that was not medically 
necessary, report your concerns about 
billing errors or possible fraud and 
abuse to your local SMP.



Open Enrollment 
Scams 



The Medicare Open 
Enrollment Period, 
which runs October 
15 to December 7 
each year, is the 
time when 
Medicare 
beneficiaries can 
join, switch, or drop 
a plan. This Photo by Unknown Author is licensed under CC BY

https://ollinatl.deviantart.com/art/calendar-clipart-115688405
https://creativecommons.org/licenses/by/3.0/


Medicare open 
enrollment can be
Overwhelming



Questions on 
benefits:

Call 1-800-Medicare or        
1-800-633-4227

Go to: www.medicare.gov

Contact the SHIP 

(Area Agency on Aging) 

1-800-252-9240

Review your                  
Medicare and You 
Handbook

Ask a family member to help 
you do not use the internet

http://www.medicare.gov/


Scams
Scammers will represent themselves as government officials, these thieves contact 
seniors by phone, email, or by coming to their doors, asking questions about their 
health insurance or offering them new cards to replace their current card.  



Scams

➢ Why do they want 
this personal 
information?  These 
scammers might be 
collecting Medicare 
numbers that will 
be used to commit 
Medicare fraud or 
Medical Identity 
Theft. 

This Photo by Unknown Author is licensed under CC BY-SA-NC

https://technofaq.org/posts/2019/02/data-theft-and-other-threats-to-small-businesses/
https://creativecommons.org/licenses/by-nc-sa/3.0/


The Ever-Evolving Grandparent Scam

This Photo by Unknown Author is licensed under CC BY-SA-NC

https://calvaryga.com/cashing-in-on-the-golden-years/
https://creativecommons.org/licenses/by-nc-sa/3.0/


The original scam

❖ The fraudster would call in a panicked state 
claiming to be a grandchild in trouble. 

❖ Grandchild doesn’t sound like themselves.

❖ They would be so embarrassed and plead with     
you not to tell their parents.



Evolving the 
Scam

 Alleged Kidnappings

 Stationed overseas

 Stuck in a foreign country with  COVID
 Loss of a loved one

 Loss of job 

 In Jail

 DUI 

 Defaulted on loans 

 Need an emergency surgery

 Money for school  



Scams

➢ Medicare or a health plan calls 
and wants to send you a new 
health card for $299.

➢ You receive a call about a 
refund from last year’s 
premium or your drug plan 
costs.

➢ An agent tries to sign you up 
for a plan that you don’t need, 
isn’t right for you, or doesn’t 
even EXIST.  



Scams

➢ Watch out for FAKE RX cards offering big 
discounts with little or no benefits.

➢ You receive a call offering big discounts on a 
new health insurance plan.

No health care plan is allowed to cold call



Rules 

Agents and Brokers of Medicare Part D/
Medicare Advantage Plans have a set of 

rules they have to follow from CMS



Plan sponsors and their 
representatives, including 
agents and brokers, must 
follow these guidelines when 
marketing to beneficiaries. 
Marketing is seen as 
equivalent to “steering” 
beneficiaries toward a plan. 



What are Examples of Medicare 
Marketing Violations?

• Receiving an unsolicited phone call from a plan 
with whom they have no prior relationship or 
from which they disenrolled.

• An agent or broker representing themself as 
though they come from or were sent by 
Medicare, Social Security, or Medicaid.

• An agent returning uninvited to a residence 
after missing an earlier appointment.

This Photo by Unknown Author is licensed under CC BY-SA-NC

https://shootingparrots.co.uk/2016/12/08/unsolicitous/
https://creativecommons.org/licenses/by-nc-sa/3.0/


What are Examples of 
Medicare Marketing 

Violations?

Receiving information such as leaflets, flyers, 
door hangers, etc. on their car or at their 
residence from a company with whom they did 
not have an appointment 

An agent initiating a discussion about other 
insurance products, such as life insurance or 
annuities, during a visit or meeting about a Part 
C or Part D Medicare product 

Receiving an unsolicited home visit – i.e., “door-to-
door cold call”

This Photo by Unknown Author is licensed under CC BY

https://justinsomnia.org/2013/11/a-new-door/
https://creativecommons.org/licenses/by/3.0/


What are Examples of 
Medicare Marketing 

Violations?

• Requiring attendees to provide contact 
information as a prerequisite for 
attending a marketing event 

• Marketing event attendees are later 
called without permission 

This Photo by Unknown Author is licensed under CC BY-NC-ND

http://wheresthebenefit.blogspot.com/2012/06/guest-post-spoon-overdrafts-and-wca.html
https://creativecommons.org/licenses/by-nc-nd/3.0/


What are Examples of 
Medicare Marketing 

Violations?

Prospective enrollees are called 
to confirm receipt of mailed 
information 

An agent signing a beneficiary 
up for a plan that is supposed 
to cover specific prescriptions 
or services but the beneficiary 
learning later that those 
prescriptions or services were 
actually not covered by the plan 
because they received a bill 

This Photo by Unknown Author is licensed under CC 
BY-NC

http://www.pngall.com/mailbox-png
https://creativecommons.org/licenses/by-nc/3.0/


What Can’t 
Plans and 

Agents Do?

Conduct marketing or sales 
activities during an educational 
event 

Require participants to provide 
contact information to attend an 
event 

Sell door-to-door or leave 
information like leaflets, flyers, door 
hangers, etc. on someone’s car or at 
their residence (unless the 
beneficiary is a “no show” for a 
prescheduled appointment)



What Can’t 
Plans and 

Agents Do?

• State that they are approved, 
endorsed, or authorized by 
Medicare; are calling on behalf of 
Medicare; or that Medicare asked 
them to call or see the beneficiary

• Send unsolicited text messages, 
make unsolicited phone calls, or 
leave voicemail messages for 
potential enrollees 

• Approach beneficiaries in public 
common areas (i.e., parking lots, 
hallways, lobbies, or sidewalks) 



What Can’t 
Plans and 

Agents Do?

• Provide information that is 
inaccurate or misleading 

• Offer health screenings or 
other activities that may be 
perceived as, or used for, 
“cherry-picking”



What Can 
Plans and 

Agents Do?

Call a beneficiary who has 
expressly given advanced 
permission

Offer nominal gifts valued at 
$15 or less (or $75 in total, 
per person, annually) to 
beneficiaries, provided the gift 
is given regardless of whether 
a beneficiary enrolls in the 
plan 



What Can 
Plans and 

Agents Do?

Include information about 
rewards and incentives 
programs in their marketing 
materials

Provide refreshments and 
light snacks, but not meals, at 
marketing/sales events 



What Can 
Plans and 

Agents Do?

Make unsolicited contact with 
potential enrollees using 
conventional mail and other print 
media (e.g., advertisements) and 
by email provided it contains an 
opt-out function 

Conduct marketing/sales 
activities in common areas of 
health care settings (i.e., waiting 
rooms, common entryways, 
vestibules, cafeterias, or 
community, recreational, or 
conference rooms)



How to 
stop fraud 
during 
open 
enrollment

Medicare will NEVER call or visit.  
Medicare will only send information 
via postal mail service.  

Guard you Medicare card and number 
like a credit card. 

Don’t give out your Medicare number 
except to your doctor and or other 
providers.



How to 
stop fraud 

during 
open 

enrollment

Don’t let someone push you into making a fast 
decision. Medicare Part D open enrollment is 
from October 15 to December 7.

If you receive a call, especially from a number 
you do not recognize or anyone requesting 
personal information, hang up immediately.

Know your health care options. Get help from 
your family, the Medicare website or your local 
State Health Insurance Assistance Program 
(SHIP) 
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